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Icindekiler

« Kavramlarin gelisimi

* Teknoloji — Dusunsel kritik
« Onceki bolumlerde (kisisel)
* Yeni calismalar (kisisel)

* |oT Ulastirmada

* Akademik (IEEE daha cok)
* Tartisma
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Smartgrid ve Microgrid

® smart grid ® microgrid

Search term Search term

Interest over time ¥ O L
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Ve loT lle

® smart grid ® microgrid loT
Search term Search term Search term
Worldwide 2004 - present « All categories Web Search

Interest over time

+ Add comparison

|4

<2
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Ev Otomasyonu

® Smart grid ® Distributed generati... Internet of Things ® Smart meter ® Home automation
Topic Topic Topic Topic Topic
Worldwide 2004 - present All categories = Web Search

Interest over time
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> <
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loT, lloT

* |0T (Internet of Things)
- Genel, sivil

* lI0T (Industrial Internet of Things)
- Sanayi, makineler

* |leride E-Lan, Fog computing

www.barissanli.com



Teknolojl

Teori ve Pratik



Gelecek teknolojilerindan bir tutam




‘ I
y

Gozleri ates sacar!




...gozlerimden ates ¢ikartamiyorum.
O nasi oluyor acaba?

Algi Hata/eksikligin tanimi

Lutfd bey, ben hepsini yapiyorum da...

https://www.youtube.cambaatehi?aémgugpuNWQDhc
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Piloksey ne demek la

PILOKSEYN
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Onceki bolimlerde

Daha onceki calismalar:

http://www.barissanli.com/calismalar/2017/20170216-bsanli-iot.pdf
http://www.barissanli.com/electronics

www.barissanli.com
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http://www.barissanli.com/calismalar/2017/20170216-bsanli-iot.pdf
http://www.barissanli.com/electronics

Ik denemeler Donanim
Arduion + ESP8266 + DHT117Role

Arduino
i Nano v3
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NodeMcU Ayni Proje NodeMCU ThingSpeak
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(Spark)Particle Photon

Bulut destekli

Web araytizii ile gelistirme
Arduino uyumlu

Web: build.particle.io

illa cloud’a baglanacak

Ilk sonuclar

Loty ruk;jnﬁ“h‘k\ﬂkl‘\ EN" cuu

i
LQL {’*M':i ru] @L

Donanim
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Kisin elektrik faturalari neden yuksek gelir?

27 Mayis Cuma 15 Ocak Cuma

- R R R R R R A R R

www.barissanli.com
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Proje sistemi
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Gunes enerjisi sistemi ve Raspberry Pi

Ve veriler
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Ikinci versiyon

Versiyon 2 — Aktif kontrol

Adaptor ve Uzaktan kumandali priz

433 Mhz Verici (Adaptéri kapatmak igin)
www.barissanli.c
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Yeni Calismalar

www.barissanli.com
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PV LO

UPS Uzerine gunes panel

www.barissanli.com



Tek miknatisli motor ve Teflon bant

www.barissanli.com 23
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Yerli Dokunmatik Tablet
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Deglglk elektronlk kartlar

: Basglang\g
| Noktast Nas

www.barissanli.com
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3D Kalem




Yeni proje calismasi — Avize 1.0

Voice Kit
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loT ulastirmada

www.barissanli.com
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Ulastirma tarafinda

Sekil-1 Elektrik, Petrol ve Ulastirmanin Nihai Talepteki Paylari
Tahmini Emisyonlar Linyit, Elektrik(Linyit harici), Dizel, Ulastirma(Dizel harici))

wlinyit = Dizel  w Elektikidiger) o Ulagtwmaldiger]

=g Elekt rigin nihai talepte oram g lagtirmanin nihai talepte oram === Petroliin nihai talepte oram

d\fVWW-bafissaﬂt]tb.QNMW.dunyaenerji.org.tr/wp-content/uploads/2018/04/QR22TR3|!ﬁf

https://www.dunyaeneriji.org.tr/wp-content/uploads/2017/11/QR7TR.p



Ulastirmada baglantililik

stems

Remote  Software Car Repair
Diagrasti Update Shap

=cn

CONSUMER DEVICE

NTEGRATION

www.barissanli.com 31

https://www.infineon.com/dgd|/2016-08-02+Automotive+Presentation.pdf



Enerji sektorinde...

* Gelecek geleceqi degistiriyor.

Arabalari gece sarj edelim Gunes cukuru
h 2018 Ocak - 2017 Ocak (15 Ocak haftasi Pazartesi farki)
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Ulastirma

M.M. Rathore et al. /Computer Networks 101 (2016) 63-80

Environmental Pollution Surveillance
Vehicular Traffic i R T e o
L N N Pedestrian count CCTV
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\ Ozone _ E et
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Wind speed ‘) I Smart Home .
Smart Parkin
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Smart City and
Urban Planning

Fig. 1. Sensors deployment.

https://www.researchgate.net/profile/Muhammad_Mazhar_Rathore/publication/ . )
283794638_Urban_PIanning_and_BuiIding_Smart_Cities_based_on_theme@HﬁSﬁiﬂb-é:_Q@ng_Big_Data_AnaIytics/Iinks/573d0f4208ae9ace840fec60/Urb§3Planning
and-Building-Smart-Cities-based-on-the-Internet-of-Things-using-Big-Data-Analytics.pdf

Talebi

MM. Rathore et al /Computer Networks 101 (2006) 63-50

Smart Home Environmental

! Sensors data L sensors
-f’aﬁ [ Q%\
Vehicul Weather and
! 6w ' g watersensors
Netwaork -é‘ - i %\
Internet

éjf Smart parking
" loT sensors

YT mmm

Collection/Aggregation
L LI
Filtering

Classify Data

et Classification

| Pre-processing

|HOFS storage
\Computations Hadoop q
|Pracessing Eco
Calculations
[Results Generation)  SVSE™
NN
Rasults o "
Analysis | Decision Making
Rasults intarpratation
Pradiction Pattarn Saft Decisian
Vizualization ML recognition Computing| - Madels

Fg 3. Implementation model



Sehirlerde

* Trafik yonetimi

e Cevre sagligl hava kalitesi

* Toplu tasima kalitesi

* Altyap! verimliligi (su, elektrik)
* Guvenlik

www.barissanli.com
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Akademik taraftan

www.barissanli.com
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IEEE Internet of Things Journal

Latest Published Articles

loT based Vibration Analytics of Electrical May-11
Machines 2018

D. Ganga ; V. Ramachandran

Building Data-Aware and Energy-Efficient Smart May-10
Spaces 2018

MNeha Belapurkar ; Jacob Harbour ; Sagar Shelke ; Baris Aksanli

Enabling Relay-Assisted D2D Communication for May-09
Cellular Networks: Algorithm and Protocols 2018
Tingwei Liu ; John C. S. Lui ; Xiaogiang Ma ; Hongbo Jiang

Hybrid-LRU Caching for Optimizing Data Storage May-09
and Retrieval in Edge Computing-Based 2018
Wearable Sensors

Gangyong Jia ; Guangjie Han ; Hongtianchen Xie ; Jiaxin Du

Distributed Privacy-preserving Data Aggregation May-09
against Dishonest Nodes in Network Systems 2018

Jianping He ; Lin Cai ; Peng Cheng ; Jianping Pan ; Ling Shi

* Popular Articles

Internet of Things for Smart Cities e

2014

Andrea Zanella ; Nicola Bui ; Angelo Castellani ; Lorenze Vangelista
: Michele Zorzi

A Survey on Internet of Things: Architecture,
Enabling Technologies, Security and Privacy, and
Applications

Zhao

Fog and loT: An Overview of Research
Opportunities

Jie Lin ; Wei Yu ; Nan Zhang ; Xinyu Yang ; Hanlin Zhang ; Wei

Mung Chiang ; Tao Zhang

Research Directions for the Internet of Things v
John A. Stankovic 2014

A Survey on Security and Privacy Issues in Apr17
Internet-of-Things 2017

Yuchen Yang ; Longfel Wu ; Guisheng Yin ; Lijie Li ; Hongbin Zhao
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Elektrik sistem makinelerinde

Enabling
Technologies

Sensing Technology + Web Technologies * Cloud Technologies
Basic Diagnostic + Sensors « Internet of Things
Transducers + MEMS + Electronicintegration
Software + Advanced Algorithms « Bigdata Analytics
Micracontrellers + Minjaturization * Wireless

+ Network

| Ll Ll |

] 11 [ I

I [ e . —

1 Ll I Service Oriented Applications

Planning I I Diagnostic Applications - low cost operations
I Safety and Mission Critical Monitoring Applications
: : l I MEMS and Distributed Diagnostics
Commissioning I I Software Oriented Sensing and Diagnostics

| Application specific sensors and probes and installation

I T ™

! 1! | Cloud Based tools

]
Engineering I DCSintegrated CM tools, Ease of CM configuration

Specialized tools and configuration
LI |

1 11 | Advanced alarms and triggers
Operations : I Continuous Monitering and Diagnostics

| Offline Anlysis and Migration to Evolved Systems

] 11 [

I L1 I Plant-wide, CEM, Low cost
Maintenance I I Critical Chain, TBM and Moderate Cost

"

Critical Equipment, Unigue Maintenance and High Cost

1950

1980 2010

Figure 1. Technology trends, plant life cycle and monitoring system evolution.

Rotating Electrical Machine Condition Mo

itari
http://www.mdpi.com/2075-1702/5/4/24pdf ™"

Cloud
Enabled
Services
Configure | |
El FAN Zs
Eng::zlesnng Plant Plant Operations
MNetwark
Controller Wireless
Gateway
[mmmm===_—_——-— “--"_—_--_—_---—: ----- | =

e |

A

: Smart
Machines connected wired
communication pratocol

Wireless Smart
Machines

L__gh ___gn

10T enabled Smart
Machines

Figure 5. Plant-wide fleet condition monitoring.

Automation—A Review,
1.COoImn
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Dagitik sistemlerde durum tahmini

[oT Based State Estimation for Microgrids

Md Masud Rana, Wei Xiang and Eric Wang

TABLE I: Simulation parameters [1]. ‘ Notwork

Symbols Values Symbols Values T [ T
AT 0.9 AT 0.95 -——
223 0.6 A3 0.1 PeC PCcC PceC
R! 0.0000002+1 R2 0.0000003*1 v vz ""
R* 0.0000004*1 R* 0.0000005*T Laf per1 L2t  DER2 Lew DER N
¥ rpu Wiz nput Vo nput
System ; System Fig. 2: N DERs connecting to the rer network [7
L] Unreliable ) g 4 § g power network [7].
observation channel observation
point n point 3
P, bl 1
Smart grid including . —— True state Av,
distributed energy U;r:::::z:e e -+~ Estimated state |
resources (DERs) g
c
8
System . System g 1 i
observation Unhrel : abll e observation = :
point 1 channe point 2 ;g
B 05 # 1
Interconnected systems under packet loss conditions. :
0 b . . . .
.. . . . 0 10 20 30 40 50
de 7 1s Fallcd. 21..l1€1ghbl)l' of node 1 if they belong to Round k
ddge Elie., (1,5) € E. ) ) o
ma 1: The error is minimized_ if the following ineanal- Fig. 3: Response of DERI PCC voltage deviation Awv;.

www.barissanli.com
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Mikrosebekeler 10T

" Resources or Energy
= -

e
-~ T
Resource Pool Information
or ’
Power Line » \\
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: Cogtr?l’ - E |
i PR N o |
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"I'\ ' i h ' ;;'
5\ .} Deficient node
N Provider node (Consumer/
or
\\ Producer /
N -

— -

Fig. 1: Abstraction level: ecosystem of IoT devices sharing
common resources. Study case: micro grid of consumers
and producers sharing excess energy.

On Inferring how resources are shared in 10T ec%séxstems; a Graph Theoretic Approach
https://ieeexplore.ieee.org/abstract/docum'ent7§‘§

Y »
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(a) Week 47
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-~ k]

(b) Week 48

Fig. 2: Nodes changing roles in a time-varyving graph

representing a micro grid.

137/

(i) Dagitik kaynaklarin organizasyonu
(ii) Verinin saghkh dolasimi

(i)En az aktif sensor ile sistem takibi
(iv)Veri toplanmasini optimize etmek

(v) Cihaz bozulmalarini tolere etmek
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Enerji Izleme Sistemleri ve 10T

serial Server
Database Server WEB Server
] Lt rial %erial Bus
§ e ( )
Network
( e twor ks et Bt =t 54
Totalizer Total izer Total izer
R=485 R3485 -
}~20mA |- 30mi - Hm
( 0] ( N ! J~20mh
Flow Sensor||Flow Sensor||Flow Sensor
‘ ‘ » ‘ _ - smart
Water 0il Air Electricity Water 0il Air Electricity
Meter Meter Meter Meter Meter Meter Meter Meter I:J:l =] L'1_ I |. I |. 1_1'-
Flow 5imal Air Zipgnal il Zignal We ter
Fig 1. The system structure of energy monitoring system Fig 2. The svstem structure of sensing laver

loT’nin temel karakteristikleri: ag baglantili, ekipman, otomasyon, zeka

Design of Energy Monitoring System based, Qi i, hitRs://ieeexplore.ieee.org/document/7532219),



Enerji Izleme ve Yonetimi

VII. RESULTS AND OUTPUT

« B0211bgn

*  Wi-Fi Direct (P2P), soft-AP

*  Integrated TCE/IP protocol stack

+ |MB Flash Memory

¢ Integrated low power 22-hit CPU can also be used as
application processor

«  SDIO L1720, 8P UART

*  Standby power consumption of < 1L.0mW

FIGURE 4: ESPE266-13 WIFI MODULE FIGURE 9: OUTPUT VALUES AS DISPLAYED IN LCD

Energy Monitoring and Management using Internet of
Things, https://ieeexplore.ieee.org/docwnentiSoB3d088/ 41



loT enerji guvenligi - “Birak ve Unut”

TABLE I: Available Energy Sources

Energy Sources

Power Density

Available Time

e Phond Day Time
Solar Energy 100 mW /em (48 Hrs)
Ambient RF Energy 0.0002~1 pWiem* | Continuous

Vibration

Piezoelecinc Energy:

200 pW/em®

Activity dependent

Push Button

Piezoelecinc Energy:

S0 ul/N

Activity dependent

Thermal Energy

60 uW /em®

Continuous

= High conversion efficiency
* Low-power hardware

* Stored harvested energy for the RF
wake-up sensor and the CP in the

*  Low-power controlling processor and sleep mode

duty-cycling
* RF Wake-up

+ Low-power communication protocols
+ Energy Storage and management

/lEnernganl\estErUnitlEHUI' | Self—Sustainirb

loT's Device

[ Prewsr Puosivar

Ganerstor Prnceasor orage

=)

Power SMART Energy

Management Management

¥

Communication

(@) :
HEEE0E

Processor

.

RF Wakeup
Sensar /

£. 1. Directions for self-sustaining IoT device

Bluetooth Low Energy (BLE), IEEE 802.15.4

loT Devices: The Quest for Energy Security, https://ieeexplore.ieee.org/document/7870043/

www.barissanli.com



loT Ile Microgrid’e Enerji platformu

- ~ | anagar/User Inerface
Sone EEIEEY @iy v & —
(Comm facites Energy commission&EsC0B2)  Enerigy Mgt . S ;
A= Bz Commercial : o] (o]
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Figure 1. IoT energy management platform for CES MicroGri.

Heater Control
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Hun Sesvie
(100 Mgzl Etfesmey Swiich
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Figure2. ToT energy information gatewsy architeciune.

Internet of Things is defined as 'the word that comes together with work and things'. In other words, all kinds
of things that we commonly see and use around us, such as people, cars, bridges, electronic devices,
bicycles, glasses, watches, clothing, cultural properties, animals and plants, is a very broad concept that
includes_all imaginary objects, such as human behavior patterns.

loT Energy Management Platform for MicPo&HE KB4 fifeexplore.ieee.org/document/8215930/
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Gunes enerjisinin 10T ile yonetimi

Solar Tracker Solar Tracker . e Solar Tracker Meteoralogy
Module 1 Module 2 Module N data
Modbus Serial to i I I
-_—_— - - = = = = = == = = = = === - UA.
Modbus Senial to Ref ey 5 -1._ U, K Splar | Y
= ModbusTCP 4 » Tigo Solar Panel Monitor ’mk‘:znﬂ Tracker
Gateway c
.| Solar Tracker || Solar Tracker @ &
Modbus Seral to Inverter 5 kW || Inverter 20 k'W
et Modbus TEP [
Gateway Invertors AC Communication &
Isolation Safety Module
T Optimisation
Application Server e — ) )
Ethernet , . Fig. 2: Structure of a dependable control system.
=T switch [ Data Processing ™ Maria DB = J
Application
BlueWhale
Real-time
Cloud Network Meteorological Data
from Online Source

N

Dependable Dependable
Controller 1 Controller 2

Dependable
Controller M

Fig. 1: Overview of the solar energy management in micro-

Fig. 6: Embedded computer boards used as controllers.

Management of Solar Energy in Microgrids Us,iga liIcc);rrr-lBased Dependable Control, "

https://ieeexplore.ieee.org/document/805E4XT P

grids.



setup. Harvested energy from Piezo-Flag
the piezoelectric flag was
applied to power a temperature

sensor (Orrego et al. 2017)

loT Icin ortamdan enerjl hasat etmek

Self-Alignment
Mechanism

30 :
e Wind Sensors
- e
20 poc voeo: Y
. Pre-Amp. Signal Temp.
e 154 Conditioner Sensor
n
o
- ¥ 4 06
50/ 160 Hz = 160 Hz
- £ 0.3
51 s 25 €
g E 0.0l ﬁ.
0 S ?4d . o
0
2013 2014 2015 2016 2017 0.3
Years 0 10 20 30
- ; Tlme (5) Time (s)
Fig. 1 Paper having both keywords “Energy harvesting” and *Inter- piezoelectric nanogenerator (PENG),

net of Things” increased rapidly during recent years . e .
. pici . ’ tribo-electrification nanogenerator (TENG)

MEMS based energy harvesting for the Internet o‘ffw & sHVEY: 45
https://link.springer.com/article/10.1007/s00542-0 [}ggrs



Tunable
Light Source @

Logic Analyzer i | pyr
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loT Icin glnes enerjisi

0]

An lOT

\ Smart Node

>
E Sensor & )) ( USB Zighee
&|Tranceiver| | Tranceiver

Testing setup for trickle charging a 10T smart node.

| 0o I D))

G T

Fig. 16, Die photograph of the fabricated chip.
1.5mmx 1.5 mm

An 86%kEfficiencyl12 yW Self-Sustaining PV EnergyHarvesting System With Hysteresis Regulation andTime-Domain MPPT for IOT Smart

Node, https://www.researchgate.net/profile/Xiaosen_Liu/publication/275409717_An_86_Efficiency_12_mu_W_Self-
Sustaining_PV_Energy_Harvesting_System_With_Hysteresis_Regulation_and_Time-Domain_MPPT_for_IOT_Smart_Nodes/links/
55c918ae08aeca747d670e46/An-86-Efficiency-12-mu-W-SeIf-SustéMW@APbéEh&ii@ﬂ-laﬁmﬁﬁng-System-With-Hysteresis-Regulation-and- 46

Time-Domain-MPPT-for-IOT-Smart-Nodes. pdf



Internet of Energy - Siberguvenlik

1 trilyon 10T sensérii 2022'de [ R J
internete bagh olacak
2022'de tim internet trafiginin %45’ SRR S

3 buyiik uygulama: i " Mamm |l
- Sagllk (41%)’ : | i _.' Controller [ :
_imalat (37%), | S N |

- Elektrik (7%)

E-LAN

Enernet-Cyberphysical Layer

TE (Transactive Energy) e v 3T | o
E-LAN (Energy Local Area Network) o o] | ~|
IoE (Internet of Energy) o £5 s ] e 1
Enernet e [ s |

FIG 1 An example of the loE architecture. PCC: point of common coupling.

40 |EEE POWER ELECTRONICS MAGAZINE Decem b,

Cybersecurity and Power Electronlcswx,{-x\d[g{%gmgrﬁhe securlty vulnerabilities of the
Internet of Things, https://ieeexplore.ieee.org/abstract/document/8231310/



Fog computing [3, 4] refers to
distributing traditional Cloud
Computing resources and
services to the network edge
thereby bringing cloud resources
nearer to the endpoints (i.e.
sensors and other 10T devices).
Fog computing resources are
located in the local network
avoiding the need to send data to
(geographically) remote Cloud
data centers for processing and
storage. However, Fog
computing is not totally
independent from the Cloud
because the related components
in the Fog and Cloud exchange
important updates and other
data in order to remain
synchronized. Therefore, Fog
computing is complementary to
the Cloud computing and can
serve applications which may not
be well suited to
(centralized)Cloud computing

loT ve Sis bilisim

Data Center

." o
10T device -
™5 Ml Fogserver's
> all ¢
- 10T device =k e
| Ra—— o — iy o
_— ateway i) T
Fog Computing \_\ "u / .
] o
.
= ] = .
Transport Network = ~
‘ j/ Data Center
10T device J
+ - N . |
D Cloud Computing SRR AL cuinay O ot
- wite
—Tjani t Network | .
= ) Microgrid J Acerss network
| ]
y - Figure 2. Network architecture of Cloud -Fog System attached to Microgrids
, ~
Transport Network
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Figure 1. High level architecture of Fog and Cloud computing in loT

Greening loT with Fog: A Survey,
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Ortalama tuketici

* Ortalama tuketici senede 8-9 dakika elektrik
fatura — dagitim sirketini aklina getiriyor

* Gelecekte daha cok mu dusunmeli, daha az mi
distunmeli

* Hangi katman daha karisik hangisi cok cok
daha basit

https://www.greentechmedia.com/articles/read/cusiamefs;sRENA-8;pinutes-a-year-interacting-online-with-their-utility



Google Is modeli

Google

Google'da Ara Kendimi Sansh Hissediyorum

Googleh kullarabileceginiz dger difert English

www.barissanli.com 51



Siber tehlike

* 1 loT sistemini kir, 1 milyon zombi kazan

How 1.5 Million Connected Cameras Were
Hijacked to Make an Unprecedented Botnet

= o g
° Lorenzo Franceschi-Bicchiera » e T

As many predicted, hackers are starting to use your Internet of
Things to launch cyberattacks.

Dahua marka IP kameralarinda, ¢cok fazla rastgele karakterli kullanici adi girerek ele gegciriyorlar

www.barissanli.com 52

https://motherboard.vice.com/en_us/article/8q8dab/15-million-connected-cameras-ddos-botnet-brian-krebs



Hukuk

* Eskiden vana— Suclu insan
* Simdi vanatyazilim — Yasal suc¢ kimde
* Makine sizin ama yazilima mudahale yok

« On kontratta risklerin tanimlanmasi
(yazilim+donanim)

 Sigortalama nasil olacak

https://www.daypitney.com/insights/publicatiensdd (b #/09/28-the-industrial-internet-of-things



Deger uretimi

* 10T bir deger Uretiyor

* Bu deger
- Duzenleme uyum maliyetleri (reaktif ceza vs)
— Siberguvenlik riskleri (operasyonel EA)
- Bilinmeyen riskler (yazilim)

www.barissanli.com
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Asil Urdn

Aslil trdn insan
- Hareketleri, davranislari, tercihleri
- “Para 0demiyorsaniz urtn sizsinizdir”

Otonom arabalar
Sosyal medya
Bilgisayariniz sizi sizden iyl taniyor olabilir

www.barissanli.com
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Tesekkurler

Baris Sanli
www.barissanli.com
twitter.com/barissanli
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